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={® E-Mail | T Emorm—rTEime Source IP Source MAC Destination IP Sender Receiver cc sup P
POP3 [26) £ ‘ B 217/2008 10:28:43 AWM | 192.166.1.11 | 00:1d:e0:bE17:bb | 202.157.142.32 | fransyinmy@ya... | decision@ed-... Prospectors |
m‘g] Bl 2/7/2008 10:28:43 AM 192.168.1.11 | 00:1de0:bF17:bb 202157.14232  frankie.decisio.. decision@ed- =
Webhail [58] [7]  |27i2008 10:28:43 AM | 192.168.1.11 |00:1d:e0:bE17:bb | 202.157.142.32  |news@trilifeco... | support@ed-s.. <ADV> SDF—|
HebmmsenaL | El 2772008 10:26:43 Al | 192.168.1.11 |00-1:e0:b6A7:b0 | 20215714232 “maﬁes@alm... suppon@ed-s.. | |Eventhingt
o UM‘;:E |2m12008 102&,43mi192 168.1.11 :umu 20:bl17. DD:202157.14232 ijaya@\cenztnel :sunnm@e&s : |Mega jefters
cam 2712008 10:26:43 AM | 192.168.1.11 |00:10:60:6F17:00 | 202.157.142.32 | suppon@ed-s.. |suppon@ecs. Dear suppe
;z-'[g]ﬂ 6] 2712008 1n:za:43m:132.153.1.11 :uu:m:eu:mr:bn_202.157.142.32 :poslmastel@s. jsuppuﬂ@ed-s“ |""Message
SKYFE [0] 21712008 £ g & ~xsla g Slam her ev
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Defail | Content | Whois Source Code

From:  Fran  Chan <frankie@Imail.com=;
Dater  Wednesday, 2 July, 2008 10:31 AM

Bush To: decislonged-system.

frankiv@gmail.com piase Lo

5 te 2008/07/02 (Wednesday) 10:28 Bu st Koreain August during his trip to Beifing

Réceive " tem.s WASHINGTON - Before attending the Summer Olympics =
/—“‘m\ in Beijing next month, President wll vt

South Korea, the site of violent protests over the import of [P > ) !
( POP3_Oecaaa.eml P_>

s e "| TheWhte  amounced the plan on Tuesday, as
‘beef remumed to South Korean store shelves under
a new import agreement.

had been expected to go to Seoul next week
when he visits Japan for the G summit. In Japan, will
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= E-Mail L Datetime Source IP Source MAC Destination P Sender Receiver G sub - |
POP3 [33] 3 O [11/2/2009 10:03:2 AM 192 166.1.202 | 00:0AE4-0D:CODA 721420318 |decisioner . decisions. . uBS0B250.. 333333333333,
gﬂh’;;[s[é] O] | 11/2/2008 10:03:28 AM | 192 168 1 302 | 00:0AE4-0D:CO-DE | 72.14.203 18 decisione_ | UBBDBIED . Please canfir
WebMail [91] o L. = 003 e Gt 168 202 0 il aha o R
WebMail(Send) [47] O | 11/2/2009 10.03:28 AW |192.198.1 202 | 00:DAE4.0D:C0.08 72.14.203.18  |decision@... decisione... uS808250... |FdFuekF. ... |

= CHAT 0] [11/2/2009 10.02:28 AM [ 192.168.1.202 |D0:0AE4.0D:C0.08 | 72.14.203.18 | decision@... |decisione... uBB0B250... |mam@seednet. |
MSM [3] [ |11/2/2009 10:03:28 AM | 192.168.1.202 | 00:0AE4.0D:C0.D& 72.14.203.18 decision12... decisione... |decision12... FW. pchomel...
@[ [ [11/2/2009 10:03:30 AM | 192.168.1.202 | 00:04:E4.00:C0:08 | 72.14.203.18 121@msa.... decisione... decision|2.. (EEHHES
YAHOO[] O |11/2/2009 10.03:30 &M | 192.168.1.202 | 00:04:E4.00:C0.08 | 72.14.203.18 | 121@msa.... decisione... decision12... | Total Through...
SSYE]E i O |11/2/2009 10.03:30 &M | 192.168.1.202 | D004 E4.00:00.08 72.14.203.18 | 121@msa.... decisione... decision12... {BE#E1#E8
UT Chatroom [1] O |11/2/2009 10.02:30 &M | 192.168.1.202 | D0:0AE4.0D:C0.08 | 72.14203.18 | vic@decisi... |decisione. .. | decision12... | Fw: ED2-1.11...
GongleTalk [2] a O |11/2/2009 1003:30 &M | 192 168.1 202 |000AE40D:C0DB | 72.14200.18 | frankie@d . | decisione. . | decision12 | # 0 RE+& f

il ]

de

| Detail | Content  Whaois  Source Corle

Subject:  Welcome to Linkedin! %Z
Sender:  welcome@linkedin.com T

Receiver:  decisionen@gmail.com
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H B 25
it
- IRC Chatroom

& FEIIE" i#E  Captured Time Source MAC Source [P Destination [P EEEISENE"‘S Transfered File H?SST;;EH
L PIF[R) ] 21 PM |00:0e 3(182.168.1 Diagr D_ED2-1- o

= TELMNET [0 | B15/2008 3:24:46 PM 00:0e:af:39:47:43 | 192.168.1.33 |192.168.1.249 182.168.1.248 DiagnosticCO_ED2-1-10-2.iso | 166956096
- Telnet [1] [ B/15/2009 3:21:21 PM 00:0e:a6:3%:47:43 | 192.168.1.33 |192.168.1.249 192.168.1.249 DiagnosticCD_ED2-1-10-2.is0 | 16197612

= HTTR [ B/15/2009 3:24:46 PM 00:0e:a6:3%:47:43 | 192.168.1.33 |192.166.1.249 192.168.1.249 DiagnosticCD_ED2-1-10-2.is0 | 15695696

- HTTP Content [5080]

| Detail | Whois

Captured Time:  2008/06/16 (Monday) 15:21

Source MAC:  00:0e:af:33:47:43

Source IF:  182.168.1.33

Destination IP: 182 168.1 248

FTP Server's Host:  182.168.1 248

FTP Login Account: — flyy

FTP Login Password: 203154

[EmEHI)TP2P )

3 Retwork Forensics Analysis Toolkit

¢ File Edit View Case Management Tool Window Help

P2P - x
~|RC Chatroom [1]

% FMEFTFE:?EH BE  Captured Time Source MAC Source IP Destination IP Last Activated Time F2F Tool Transfered File

H Iz O @10/2008 112545 AM | 00:0ae4 Od:c0-d8 | 192 168.1.190 |0.0.0.0 |9/10/2008 11:26:14 AM | Foxy 18.8.0  Foxy.1.9.8.TC Setup[1]

= TELNET =

{ eler(l] i 9/10/2008 11:26:40 AM | 0002 e4.0d:c0.d8 182.168.1.180 |0.0.0.0 51072008 11:27.14 AM | Foxy 1.8.8.0 Jay-Z, Rihanna, Kanye
= HTTP 9/10/2008 11:26:56 AM | 0002 e4.0d:c0.d8 182.168.1.180 |0.0.0.0 9/10/2000 11:26.58 AM  BitTorrent | Not Available
HITE Sonent 5, 10/30/2008 11:04:00 AM | 00:0a e4.0d:c0.d8 | 192 168.1.180 0.0.0.0 10/30/2008 11.04.00 AM |Foxy 1880 Jay-7 ft. Rihanna & Ka
&l _10130/2008 11:04:00 A |00:0 e4-0d-c0.68 182 168.1.180 0.0.0 10/30/2008 11:04.00 A Foxy 18,80

| Message | Detall VWhois

Captured Time UpDown Bytes gsﬁrce ‘[P)estmat\nn E)srsltmatmn
! 11:260 |

6/10/2009 11:26:07 AM |0 451 1371 114.27.2131 9218
8/10/2009 11:26:10 AM |0 460 1377 122.117.1624 | 7587
6/10/2009 11:26:13 AM |0 477 1420 114432397 103649
8/10/2009 11:26:16 AM |0 524745 1407 118.171.133.157 | 6439
6/10/2009 11:26:23 AM |0 33294 1380 122.127.178.88 |7729
6/10/2009 11:26:23 AM |0 1687104 1383 118.169.68.230 |10583
6/10/2009 11:26:28 AM |0 77480 1388 114.137.5 63 13935
Qrnmonn 11ae Ivar PRPEY iisaniare cnin
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